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Abstract—The purpose for wireless sensor
networks is to deploy low cost sensors with
sufficient computing and communication capa-
bilities to support networked sensing applica-
tions. The emphasis on lower cost led to sensors
that are less accurate and less reliable than
their wired sensor counterparts. Sensors usually
suffer from both random and systematic bias
problems. Even when the sensors are properly
calibrated at the time of their deployment, they
develop drift in their readings leading to biased
sensor measurements. The drift in this context is
defined as a unidirectional long-term change in
the sensor measurement. Assuming that neigh-
boring sensors have correlated measurements
and noting that the instantiation of drift in
a sensor is uncorrelated with other sensors,
we present the methodology for detecting and
correcting sensors smooth and steep drifts. The
methodology improves the reliability and the
effective life of the network.

I. INTRODUCTION

Recently, wireless sensor networks (WSN)
have emerged as an important research area
[1]. This development has been encouraged by
the dramatic advances in sensor technology,
wireless communications, digital electronics
and computer networks, enabling the develop-
ment of low cost, low power, multi-functional
sensor nodes that are small in size and can
communicate at short distances [2]. When they
work as a group, they can accomplish far more
complex tasks and inferences than individual
super nodes. This led to a wide spectrum
of possible military and civilian applications,
such as battlefield surveillance, home automa-
tion, smart environments and forest fire detec-
tion.

On the down side, these wireless sensors are
usually left unattended for long periods of time
in the field, which makes them prone to fail-
ures. This is due to either sensors running out
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of energy or harsh environmental conditions
surrounding them. These cheap sensors also
tend to develop drift as they age. This poses a
major problem for the end application, as the
data from the network becomes progressively
useless. An early detection of such drift is
essential for the successful operation of the
sensor network.

The sensor error problems and their effects
on sensor inferences have not been addressed
thoroughly in the literature. We address this
problem using the fact that neighboring sensors
in a network observe correlated data, i.e., the
measurements of one sensor are related to the
measurements of its neighbors. Furthermore,
the physical phenomenon that these sensors
observe also follows some spatial correlation.
Hence, in principle, it is possible to predict
the data of one sensor using the data from
other closely situated sensors [3], [4]. This pre-
dicted data provides a suitable basis to correct
anomalies in a sensor’s reported information.
The early detection of anomalous data enables
us not only to detect drift in sensor readings,
but also to correct it.

Another common problem faced in large
scale sensor networks is that sensors can suffer
from bias or systematic errors. These errors
have a direct impact on the effectiveness of
the associated decision support systems. Cal-
ibrating these sensors to account for these
errors is a costly and time consuming process.
Traditionally such errors are corrected by site
visits where an accurate, calibrated sensor is
used to calibrate other sensors. This process is
manually intensive and is only effective when
the number of sensors deployed is small and
the calibration is infrequent. In a large scale
sensor network, constituted of cheap sensors,
there is a need for frequent recalibration. Due
to the size of such networks, it is impracti-
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cal and cost prohibitive to manually calibrate
them. Hence, there is a significant need for
auto-calibration [4] in sensor networks.

A straightforward approach to calibration
is to apply a known stimulus to the sensor
network and measure the response [5]. Then
comparing the ground truth input to the re-
sponse will result in finding the gain and offset
for the linear drifts case [6]. The calibration
problem of the sensor network was also tackled
by [5] in a different way. They stated that after
sensors are calibrated to the factory settings
when deployed, their measurements will differ
linearly from the ground truth by certain gains
and offsets for each sensor. They presented
an intelligent method to estimate these gains
and offsets without the need of ground truth
measurements for comparison and referred to
this problem as blind calibration of sensor
networks. So by identifying these gains and
offsets (which they assumed to be constant for
each sensor), the future readings of the sen-
sors can be calibrated to the true values. The
method worked well in a controlled environ-
ment but not with noise and other disturbances.

The idea of drift aware wireless sensor net-
works was first introduced by Maen et al. [4].
They showed that detecting drifting sensors
and correcting their measurements would in-
crease the effective life of the network. In [7],
they introduced a formal statistical procedure
for tracking and detecting sensors drifts using
Kalman filters. The sensors of the network
were close enough to have similar temperature
readings and the average of their measure-
ments was taken as a sensible estimation to
be used by each sensor to self-assess. In this
paper we extend the work in [7] to able to deal
with drifts with sudden jumps. No assumptions
regarding the linearity of the drifts are made
as in [5].

The rest of the paper is organised as fol-
lows. We present our network structure and
the problem statement in Section Il. Sections
Il formulates our IMM framework for drift
correction in sensor networks. The evaluation
of the proposed algorithm is given in section
IV. Section V concludes with future work.

II. NETWORK STRUCTURE AND
PROBLEM STATEMENT

Consider a wireless sensor network with a
large number of sensors distributed randomly
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in a certain area of deployment such as the one
shown in Figure 1. The sensors are grouped
in clusters (sub-networks) according to their
spatial proximity. Each sensor measures a phe-
nomenon such as ambient temperature, chemi-
cal concentration, noise or atmospheric pres-
sure. The measurement, say temperature, is
considered to be a function of time. An ex-
ample of a cluster is shown using a circle in
Figure 1. The sensors within the cluster are
considered to be capable of communicating
their readings among themselves.
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Figure 1: A sensor area with encircled sub-
network

As time progresses, some nodes will start
experiencing drift in their readings. If these
readings are collected as such at these nodes,
it would cause the network to accept erroneous
conclusions. After some level of unreliability,
the network inferences become un-trusted. At
this point, the network becomes useless as
it is impractical and infeasible to manually
recalibrate the sensors. In order to mitigate the
drift problem, each sensor node in the network
has to detect and correct it's own drift using the
feedback obtained from its neighbour nodes.
This is based on the fact that the data from all
the nodes within a cluster are correlated and
the faults or drifts instantiations are likely to
be uncorrelated. The ability of the sensor nodes
to auto-detect and correct their drifts helps to
extend the effective lifetime of the network. In
addition to the drift problem, we also consider
the inherent bias that may exist within some
sensor nodes. There exists a distinct difference
between these two errors. The former changes
with time and often becomes accentuated,
while the latter, is considered to be a constant
error from the beginning of the operation. This
error is usually due to a possible manufacturing
defect or a faulty calibration.
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The sensor drift we consider in this work has
sudden jumps or changes. We model the drift
as a linear or exponential with sudden changes,
surges or sharp peaks. Besides, it is dependent
on the environmental conditions, and strongly
related to the manufacturing process of the
sensor. This is what makes the instantiation of
drift different from one sensor to another. It is
highly unlikely that two electronic components
fail in a correlated manner unless they are
from the same integrated circuit (IC). Figure 2
shows examples of the theoretical drift models
that can be captured by the framework we
propose.

Figure 2: Examples of drifts with jumps and
sudden changes

Consider a sensor sub-network that consists
of n sensors deployed randomly in a certain
area of interest. Without loss of generality,
we choose a sensor network for measuring
temperature, even though this is generally ap-
plicable to all other types of sensors that suffer
from drift and bias problems. LeT" be the
groundtruth temperature. In this work is
considered to vary only with time inside the
sub-network or the cluster. Therefore we de-
note the temperature at a certain time instance
and sensor location a$;; where i is the
sensor number and is the time index. Since
the measured temperature inside the cluster
is space invariant, we denote the measured
temperature a$j, whereT; =T} ,=T},. At each
time instant k£, node i in the sub-network
measures a reading, of 7}. It then reports a
drift correctedvalue z; ;, to its neighbors. The
corrected valuer; ;. should ideally be equal to
the ground truth temperaturg,. If all nodes
are perfect;; ;. will be equal to theT}, and
the reported values will ideally be equal to the
readings, i.e.x; 5 = 7 k-

During this process, each nodefinds a
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predicted valuez;; as a function of cor-
rected measurements collected from its neigh-
bour sensors using; ,, = f(neighbourdata).
Similar to our previous work in [7]z; is
taken to be equal to the average of the neigh-
bour sensors’ reported values;, = 7, =
Yo, zik/n. In an ideal situationg; , = Tk.

In practice, each sensor reading comes with an
associated reading error, and driff;. This
drift may be null or insignificant during the
initial period of deployment, depending on
the nature of the sensor and the deployment
environment. The problem we address here is
how to account for the drift in each sensor
nodei, using the predicted valug; ;,, which

is obtained using information gathered from
neighbouring nodes, so that the reading

is corrected and reported as;,.

In this paper, we extend the work in [7]
to make the algorithm proposed there capable
of dealing with smooth and non-smooth (has
jumps) drifts by using the interacting multi-
ple model algorithm (IMM). In the following
section we describe our drift detection and
correction formulation in detail.

[Il. ITERATIVE DRIFT ESTIMATION
AND CORRECTION USING IMM

In this section we introduce a probabilistic
model that captures drifts that have surges and
sudden escalations. This Model is called IMM
and it is originally used in target tracking to
track manoeuvering objects that show sudden
changes in their dynamics [8], [9] and [10] .
We apply the IMM algorithm in a decentral-
ized manner as we did for smooth drift track-
ing model in [7]. For each sensor & num-
ber of modes will simulate the possible drift
jumps. Our solution to the sudden step drift
(and it also works for smooth drift) problem
consists of the following iterative steps. As for
the case of smooth drift,at stage a reading
ri 1 IS made by nodé. Rather than sending that
value automatically to the it's neighbours, the
node is aware of its drift, and has an estimate
for it at this stage. It is a projected value from
an estimate of the drift made at the previous
time step. Using this estimate of the drift,
the node sends the corrected sensor reading
x; 1, 1o it's neighbours. Each sensor computes
the averager;, = > !, x;x/n to self-assess
it's measurements. To estimate the drift of a
node, the mathematical model of equation (1)
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is used. Assuming sudden jumps in the way
the drift changes, our drift transition equation
becomes:

) = df i uld i vig ~ N(0,Qr) (1)
whered =1,2,... M, ufk is the input or jump
corresponding td;;, model at timek for the
itp, Sensor andy; ;. is the process noise; . is
taken to be Gaussian with zero mean apg
as covariance.

Equation (1) represents ai/ number of
possible drift models for each node. Each
model differs from the others in the size of
the jump3u§7k. The resultant estimated drift

for nodei at time instantk (cZM) would be a
weighted combination of the estimated drift of
each modeklf’k. The resultant estimated drift

for the node d,k) is found as will be shown
later in this section byl = Y57, uf, df,
wherey!, is the probabilty that the estimated
drift d; ;. follows the drift modeld’ . given the
measured values until the time étép

A source of information is needed to provide
input to a statistical model such as equation
(). In target tracking, a measurement equation
is established to model observations made over
time. These measurements provide the sta-
tistical information needed for the estimation
procedure. In this case, the preferred source of
information would be the real value @f, the
guantity being sensed. For example7jf was
available after the reading ;, is made by node
i, then the drift would be assessed exactly, it
being r; . — T}. However, the whole purpose
of the sub-network is to asseg§ and soTj
will never be known. Only an estimate of it
is available, and in this case, it is the average
of the collected sensor reports,. Using this
average as a sensible estimation, an approach
used by [3], measuremen{s; ,, } are obtained,
where

)

This is based on the assumption that not all
sensors will start drifting together, and that it
is more likely that one sensor at a time will
start drifting. This, with the addition that the
nodes are self-correcting, makas a good
statistic for 7. Equation (2) is derived from
the relationship

Yik = Tik — Tk

rige =Tk +d;k
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Often, there is an error associated with the
reading of a nodew;; ~ N (0, Ry), leading

to r; 1, = Tj, + d; ) + w; & SO the measurement
equation becomes:

Yik =dip +wip wip~N(O,R;) (3)
wherew; j is assumed to be a Gaussian noise
with zero mean and;, as the covariance. Re-
ferring to equations (1) and (3) we notice that
they represent aid/ number of kalman filter
equations corresponding fa@ number of drift
models (jumps). This leads according to the
IMM algorithm to M number of kalman filters
working in parallel to result inA/ number
of estimations for drift and covariance. Each
model has a probability (i, = p (model; =
6|y¥)) depending on the measured values until
that time step. Switching between models is
governed by a pre-defined Markov transition
matrix I" of dimensionM x M for M models.
711 TiM

= (4)

YM1 YMM

where g, = p (model;, = 8|model; j—; =
«) which is the probability of switching from
model « to modeld in one time step.

The IMM step of our drift tracking algo-
rithm is explained as follows: At time step)(k
each node is supposed to know the previous
time step (k- 1) models probabilities @k—l)'
estimated drifts (?gk_l) and associated covari-
ances (B, ,). Unlike the standard Kalman
Filter trabking algorithm, the previous esti-
mates are not used as priors for theKalman
Filters. Instead, they are used in the mixing
step to calculate the IMM prior models proba-
bilities (z ¢,,_,), prior drift estimatesd ¢, _,)
and associated prior covarianc@%?{k_l) that
are then fed to the corresponding filters
to result in the posterior models estimates
(df . FY)-

The output the IMM algorithm is then
found by first updating the models probabilities
(/,sz), which are used then together with the

outputs of theM kalman filters to finda?i,k
and P; ;.. The algorithm then reiterates taking
the predicted drift at time step (k 1) to be
equal to the estimated drift at time step) (k
dixy1 = dip. The steps of our sudden drift
tracking algorithm are stated below:
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Distributed Drift Correction Algorithm

For each node

o Atstepk, a predictedﬁk drift is available

« Each node obtains its reading; ;.

e The correctgd reading is calculated,
xir = Tk — di; and then transmitted to
the neighboring nodes.

« Each node computes the average.

o The measurement;, = 7, — Iy IS
obtained.

» Mixing stage

M
— 0 e
Hik = Z Yoo M k—1
a=1
M «a
PL. B Voo Hijf—1 3
ik—1 = Z ——a  @k—1
a=1 M i,k
M e
po B Voo My g1
k=1 = Z —0 X
a=1 H i,k

(Pl—1+ {ngk—l —d ze,k—l}Q)

« Kalman Filter update stage

dg),k = d ?,k—l + u?,k; +
P+ Qk -
=5 ik —d P 1)
Pl +Qr+ R
Pl (P Y 1+ Q) X

Pl +Qr
P ?,k,l + Qr + Ry,

(1-

« IMM output stage
Model probability is updated as follows:

Ly
_— . D — e
C Mz,k \/Z
where A = P!, | + Qn + Ry and

C = 4L ¢, and then the drift and
its associated covariance are updated as

S0 0 2
1 Wik —d k1K)
24

6  _
Hig =

follows:
M
dip = Z Mk Ak
a=1
M
Pip = Y ufy diy(Py +{dy, — dig}?)
a=1

« The projected driftd; ;1 = d; is ob-
tained and the algorithm reiterates.
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IV. EVALUATION

Our aim is to evaluate the ability of our
proposed framework to correct the drift expe-
rienced in a sensor node using the informa-
tion gathered from the nearest neighbouring
nodes. We simulate a small sub-network of 10
nodes measuring the temperature in a certain
area. We assume that 2 sensors are developing
smooth drifts of the forms mentioned above.
We compare our IMM drift tracking algorithm
with the plain KF drift tracking algorithm
given in [7]. Figures 3 and 4 show the KF
drift tracking algorithm results obtained in [7].
The results of the IMM drift tracking algorithm
are shown in figures 5 and 6. It is clear from
figures 6 and 4 that the IMM drift algorithm
follows the drift with jumps instantly with
minimal errors and more efficiently than the
plain KF drift tracking algorithm. Hence, the
IMM drift tracking algorithm outperforms the
KF tracking algoritm in terms of speed and
accuracy of tracking the drift.

Figure 3: Tracking drift and correcting
reading of node 1 for KF

Figure 4: Actual and estimated drifts in
nodes 1 and 2 for KF

Looking at figures 5 and 3, It is clear that
both the IMM and the KF drift tracking al-
gorithms extend the effective operational life



Mosharaka International Conference on Communications, Computers and Applications

Figure 5: Tracking drift and correcting
reading of node 1 for IMM

Figure 6: Actual and estimated drifts in
nodes 1 and 2 for IMM

time for node 1. If we assume that for our
application that the maximum tolerable tem-
perature error in node’s 1 reading i<F, then
the life of node 1 is extended from 20 time
units when there is no drift correction (Reading
of node 1 curve) to at least 100 time units
when the IMM or the KF algorithms is applied
(Corrected reading curve). This applies to all
of the network’s sensors that develop drift.
Hence, the life of the network will be extended
by applying the drift tracking and correction
algorithms. It is also worth noting from figures
5 and 3 that the difference between the actual
and corrected reading curves tend to be smaller
for the IMM algorithim results. This indicates
that the error accumulation in the case of IMM
is less and so it is expected to give longer life
for the network.

We conducted several simulation scenarios
and observed that the method worked as long
as not all sensor start drifting at the same
instant of time. We went as far as 70% of the
sensors drifting, and the corrections still made
the network system data validity hold. It can
be higher than this, but it depends on the error
amplitudes.
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V. CONCLUSION AND FUTURE
RESEARCH

In this paper we have proposed a formal
statistical procedure for estimating sensor er-
rors in a WSN based on the assumption that
neighboring sensors have correlated measure-
ments and that the instantiation of drift in a
sensor is uncorrelated with other sensors. The
solution is computationally simple allowing its
implementation in a WSN. We introduced a
probabilistic procedure that captures sudden
jumps, changes and escalations in the drift.

In future, We will also consider the solution
to problems with drifts that are correlated
to sensors value. We will also address the
problem when temperature in the sub-network
varies with distance and time. We aim by in-
troducing this solution to initiate a methodical
research in the drift of WSN nodes.
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